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Digital Security News

Cyber Threats More Serious than Terrorism

By Wilson X. Heller

FBI Deputy Director Walter Chase argued Friday that cyber-security attacks will soon be a greater threat than terrorism. “Though terrorism remains the FBI’s top priority, it is now apparent that cyber threats will soon pose the primary menace to our national security,” Chase said in a speech before the American Cyber-Security Conference.


As a result, he added that the FBI “is taking lessons it has learned from fighting traditional terrorism and applying them to cyber-crime.” The FBI agents specializing in cyber-attacks will have the most “sweeping skill set in the bureau.” He urged attendees to consider a career with the FBI.

 

At the desk in his San Diego hotel room, Jeff Aiken stared at his computer screen. He had fifty-five minutes. CyberCon was being held just around the corner, not five minutes away. He’d started this current project from his home office in Georgetown, D.C., and brought it to an initial point of conclusion. On the cross-country flight, he’d expanded his work and now was busy completing another fix. For some weeks his client, RegSec, had been threatened by the hacktivist group Anonymous. “Justice will be swift!” had read one posting. “Prepare to be extinguished!!!” read another. Anonymous had even named their attack “Operation Desolation”. Given their track, RegSec’s management had every reason to be concerned.

RegSec, a major investment group and bank, was in the news, having just been cleared by a federal court for its part in the financial meltdown. Through their vast offshore holdings RegSec had been short-selling derivatives under suspect circumstances in the months leading up to the financial collapse. The Court of Appeals had reversed the earlier adverse verdict, ruling that the offshore entities were sufficiently independent of corporate control as to not violate United States law. There was no doubt that RegSec had engaged in unethical and contemptible conduct, amassing billions at the expense of hapless homeowners lured into overpriced houses, but legally—technically—the company had broken no law.

The flamboyant founder and principal owner of RegSec, Reginald Hinton, had celebrated the victory in typical style by flying a bevy of Las Vegas showgirls to his private Bahamas island for a party and making a series of off-the-cuff media statements.

That was when Anonymous had announced its cyberattack. Anonymous was the name given to an Internet meme that originated online in 2003. The concept was for a multitude of committed hackers to act simultaneously to form a vast anarchic, digitized, global brain trust, which would crush targets. Though primarily concerned with antidigital piracy laws, Anonymous had evolved into a broader based, international organization, if the word even applied to such a disparate group.

They’d been roundly criticized in the mainstream media, called “hackers on steroids” and even “domestic terrorists.” Unfazed and undaunted, they’d continued their assaults on select targets. Because of its aggressiveness and notoriety, Anonymous was the epitome of hacktivism, which was the general theme of this CyberCon. Jeff was going to make a presentation later in the afternoon at the conference, but a good friend from his days with the CIA was appearing in a panel discussion in—he glanced at his wristwatch again—forty-nine minutes, and if rumor was true, even Anonymous itself planned to take part in it.

Comprised primarily of teenagers, though with a number of gifted adult hackers, Anonymous lacked any central control. Proposed targets were posted online and if a sufficient number of hackers in sympathy with the operation joined in, the subsequent attack could be digitally devastating. In recent years Anonymous had successfully penetrated the United Nations’s databases, those of the Bank of America, and even the U.S. Department of Defense (DOD).

As part of its antisecurity effort the group had stolen a gigabyte of data from NATO, posting on a Twitter account “Hi NATO. Yes we haz more of your delicious data. You wonder where from? No hints, your turn. You call it war; we laugh at your battleships.” Juvenile, yes, but the group had successfully stolen highly confidential information.

Anonymous also had launched a cyber-attack on media giant Sony as part of its self-described Operation PayBack. This was done reportedly as retaliation for Sony taking legal action against the man who’d engineered the successful jailbreak of Sony’s PlayStation 3. Waves of Anonymous attacks against Sony began with a distributed denial-of-service (DDoS) attack that temporarily took offline several Sony Web sites and continued with breaches of the Sony Online Entertainment and the Sony PlayStation Network sites. This resulted in the theft of account details for over 70 million Sony customers.

In one of its most embarrassing attacks, Anonymous had secretly recorded a conference call between the FBI and Scotland Yard in which they discussed their investigation into Anonymous hackers. Anonymous then published the call on the Internet. It developed that they’d gained access by hacking the personal e-mail account of one of the intended participants and lifting the log-in information from him. Most recent, they’d accessed local and state police records, making them available online. In addition, Anonymous was commonly believed to work hand-in-glove with WikiLeaks.


For all their vaunted successes, not every operation succeeded—most in fact did not, but when highly motivated, Anonymous had proven itself capable of widespread destruction against its targets. They subjected companies to relentless probes, searching for any weakness. Once they had their foot in the door anything was possible. This could include defacing the company’s Internet Web site, stealing customer financial information, disclosing confidential management information, even looting accounts.

The RegSec CEO had tossed kerosene on the fire by publicly condemning Anonymous and demanding the Department of Justice take criminal action against the group for its efforts at intimidation against his company. He’d gone on to brag that the company’s Web site was impervious to hackers and to DDoS attacks. This had only served to increase the threats against the company and to make a concerted attack more likely.

For nearly three weeks following the court decision, Anonymous had drummed up support on the Internet by posting YouTube videos in support of its plan and spreading word through Twitter. Then they’d launched a DDoS attack, bringing on board hundreds of sympathetic volunteers in the effort.

The plan had succeeded for two hours, bringing the Web site crashing down, and that was when Jeff received a frantic call from the IT director at RegSec, hiring him to stiffen its Web site defenses in preparation for the next phase of the ongoing effort by Anonymous. That phase would involve stealing of information, then the public disclosure of it. Failing that, Anonymous would be content with simply defacing the Web site. Either would create a loss of confidence with the public and cost the company tens of millions in lost revenue, as well as drive down the stock price.


Jeff found the antics of the company CEO intolerable. He’d been sorry to see the court case dropped when he’d read about it. Exploiting corporate law loopholes for gain was not only immoral, it should be illegal. Still, in his line of work, this was a situation in which he occasionally found himself. While he had no regard for the corporation or its ostentatious founder—indeed, nothing but contempt—he was concerned for its millions of innocent customers. He couldn’t control the irresponsible behavior of the company’s founder, but now that he was on the job Jeff took keeping the site and its customers secure as a personal mission. He didn’t like failure and it was now him versus Anonymous.

By this time, he had completed most of his analysis and in the process cleaned up several problems. Prior to boarding the plane to San Diego, he’d brought other problem areas to the attention of the company’s IT director. His personal fixes had included patching the operating system and encrypting the bank’s database of customer account passwords, steps that should have been unnecessary if the bank had followed standard cyber-security hygiene. Now he was assured that the bank was logging all Internet traffic to a separate database from their front-end servers. In the event Anonymous managed to infect those servers and delete the local logs, Jeff hoped to be able to see where the attack came from and deal with it at that end.

He uploaded his final change—for now. When he had more time, he’d backtrack and be certain he’d secured the system to the best of his ability. And he’d check to confirm that the IT department had acted on his recommendations. Jeff glanced at his watch again. He just had time for a quick shower before heading to CyberCon.

He’d arrived late the previous night and only slept a few short hours as the RegSec project was so urgent. He couldn’t help but wonder why the company hadn’t hired him once Anonymous had threatened it rather than wait until after the DDoS attack. Well, too often that was the way these cases started.

He’d worked all morning, and was sorry to have missed the opening of CyberCon and in particular the morning talk and demonstration of an Android zero day vulnerability exploit. He’d been curious to see if it was one that he and his partner Daryl, also his girlfriend, had already discovered while working on a government contract for that purpose.

CyberCon was the creation of Clive Lifton, a diffident, slightly scholarly man of middle years. He owned a small but highly regarded security training and consulting company of about thirty employees. Clive ran the conference as an indirect way to advertise his company and its services to the security community. This year CyberCon was cosponsored by Combined Technologies International (CTI), a major DOD contractor. Upward of fifty of its employees were in attendance.

Clive was an old colleague and friend with whom he and Daryl frequently traded information concerning attack techniques and security gossip. He’d tried to hire them some months earlier but they’d preferred to continue working for themselves. Jeff was looking forward to seeing him again.

Showered and dressed in casual slip-ons, tan Chinos, and blue travel blazer, Jeff headed out of the hotel into the sun. He spotted the wide delivery alley he’d used earlier as a shortcut and ducked into it. There were two vans and one delivery truck busy off-loading. For a moment he caught the slightly unpleasant odor of rotting vegetables. He walked briskly the short distance to the next street, looked left, then right, before jaywalking to the hotel entrance where CyberCon was held. He’d booked too late to get a room there.


As Jeff stepped through the doors he heard a voice call his name. He looked over and there was Dillon Ritter, a well-known programmer with CTI. “Running late, aren’t you?” he said as the pair shook hands. Ritter was of average height and recently had grown overweight. He wore frameless glasses and had already lost most of his hair. Jeff had heard of his recent divorce.

“Busy. I want to catch the panel. Aren’t you on it?”

“Relax. I’ve got ten minutes. Come on. I’ll show you where.”

“Is it true Anonymous is taking part?” Jeff asked as they went to the registration desk to pick up his credentials. Several attendees, two or three from CTI, spotted Jeff and nodded their head in recognition.

“Yes, it is.” Ritter’s tone voiced his disapproval. He was well known for his hard line against hacktivism. He’d published several articles on the subject.

There were about six hundred attending this year’s CyberCon, which made it a midsized conference, one of the more intimate. There was a ring of booths around the perimeter, some with scantily clad women known as booth babes. There were two rows of booths on the floor itself as well. These were run by various computer and Internet companies, some household names while others were known only to those working in the cyber-security industry. As always, there were fresh names Jeff would want to check out.

It was ten men to every woman, as was typical at these events. Dress ran from business casual to the genuinely nerdy and was an uncannily accurate means for predicting what the wearer did. Those in the occasional suit were either with one of the traditional computer companies or were from the FBI or another law enforcement agency.

“All the talk’s about the Anonymous RegSec D-DoS,” Ritter observed. “That was something, especially after the CEO said it couldn’t happen.”


“Not the smartest of moves. So how’s Anonymous going to be here?”

“They’re putting a monitor on one of the stools. Someone representing Anonymous is supposed to participate, using Skype.”

“This should be interesting.”

Ritter shrugged. “I guess. I don’t know why they’re giving these criminals exposure. It only makes them appear legitimate.”

Jeff had thought the same thing. “You have a point.”

“When’s your talk?”

“This afternoon at three thirty.”

“Here we are,” Ritter said, and directed Jeff into a large meeting room. It was filled to overflow what with the rumored appearance of Anonymous. Love it or hate it, no one was neutral about the group, or about hacktivism for that matter.

“I’m glad I ran into you,” Ritter said, pausing at the entry to the room. “Want to grab a drink and then dinner after your session?”

“Sure, it would be good to catch up,” Jeff responded. A major reason to attend conferences such as these was to network with other members of the cyber-security community. Even if Ritter wasn’t one of Jeff’s favorites, their relationship went back many years and Jeff had been too busy leading up to the conference to set up dinner plans.

All the seats were taken so Jeff stood at the back of the room with other latecomers. He recognized the short woman to his left and nodded to her but couldn’t recall her name or where he’d last seen her. Ritter was up front now, taking his place as Clive fixed a miniature mic to his lapel. He’d be moderating this discussion himself.


There were five people taking part on the panel, seated on stools. A large monitor was sitting conspicuously in the center stool and a huge screen to the right of the stage displayed a live image of the panel. Ritter was on the end while Jeff’s friend, Janata Chacko, sat next to him. Chuck, as he was known in the West, was just shorter than average, stout, and with wild black hair. He had become a sloppy dresser since he’d left the CIA but had cleaned himself up for today as the discussion was being streamed live over the Internet.

Beside him, wearing her trademark purple plastic-framed glasses with neck lanyard, sat Agnes Capps. Approaching fifty, she’d carved a name for herself by publishing articles and books related to computer and Internet security and to government policy. Outspoken and popular with the media, she had no respect within the cyber-security community as most people believed she was faking it—she simply didn’t understand certain key issues. She was a clever writer and combative interviewer, though, which she’ parlayed into a successful career.

On the other side of Anonymous was a man in his early thirties, new to Jeff, wearing a dark suit with a neatly trimmed reddish beard. FBI, he thought at once. FBI agents were tolerated at these conferences as most attendees recognized the need for a law enforcement presence on the Internet. These cyber feds generally knew their stuff when it came to computers though they lacked the eccentricity of the committed professional hacker.

Clive opened with a few brief remarks, then introduced each of the panel participants before gesturing to the flat screen. “And from somewhere on the Internet we have a spokesperson for Anonymous. I understand he’s already with us.”

With that an image materialized from the screen, slowly resolving into a Guy Fawkes smiling mask, floating on an ebony background, which served as the public face of Anonymous.


“We are here,” the voice said. The speaker used a program to cause his voice to sound slightly disembodied. The audience tittered.

For all the novelty of the Anonymous presence, the discussion followed a predictable pattern. The man in the suit, who was in fact an FBI agent named Norm Allender, made the point repeatedly that hacktivism was an enormous and growing threat. “Because of it the day may come when the kind of open, unrestricted Internet you enjoy today will no longer exist,” he said more than once in more than one way. “What I want, what I believe we all want, is a secure, universally accessible Internet.”

Capps was pitching her latest book, Hacktivism, Twitter, and Facebook: The Age of Cyberprotest and Flash Revolutions, this time taking the position that governments constituted the greatest threat to the Internet. Whenever she repeated a detail, she’d lean forward and point a finger at the FBI agent, who took it all in with good cheer. “Hacktivism is a mere drop in the bucket compared to you. You need to be stopped,” she said, much to the amusement of the audience.

Chuck dismissed the notion that hacktivism was evil or inherently destructive. “It is a legitimate form of social protest,” he argued, to a round of applause. “They bring accountability to systems that want to evade it. Their positions, whether you agree with them or not, come from a deep sense of morality. These attacks are a form of civil protest intended to identify legitimate issues. If it wasn’t for hacktivism I can see the day Big Brother takes over.” Several booed Big Brother. “When that happens, the real Internet will only exist as an underground movement.”

“It has already begun. You should join the cause,” Anonymous intoned. “Your heart is in the right place.”


“This is absurd,” Ritter interjected. “This freak in his plastic mask has no business here. What’s he afraid of? Why not come out from behind his screen? Hacktivism is simply evil. If Anonymous has its way, nothing we do in our computers or over the Internet will be private. Chuck and Agnes here worry about Big Brother when it’s actually teenagers like this one on the monitor here who are the threat to us all!”

More boos came from the crowd, though there was a ripple of light applause. Ritter wasn’t alone in his view.

Capps returned to her book, particularly a chapter devoted to the invasive surveillance techniques reportedly employed by the FBI. “Internet providers cannot meet the requirements of your subpoenas—the technology doesn’t allow it—so they end up giving you far more information than you have a right to. Cyber agents like you use the extra data on innocent people you collect this way to create massive databases. The Fourth Amendment implications are striking yet you continue doing it. Why? Why are you at war with the American people?” She shouted this last question amid general hoots of approval.

“We are not at war with the American people,” the FBI agent said, but before he could continue Capps interrupted.

“Not at war! What about Carnivore? You’ve been trolling the Internet for decades monitoring e-mail, Twitter, text messages…anything you can get your hands on. You’ve built a customized packet sniffer that monitors all of a target user’s Internet traffic and you don’t care about any incidental data you garner from others in the process. What do you do with all that information? Tell us!”

“You are not immune,” Anonymous said. “We have penetrated law enforcement before. We will penetrate you!”


There were scattered cheers.

And so it went until Clive wrapped up the discussion to allow the panel to field questions from the audience. The woman next to Jeff shouted out, “What’s next for RegSec, Anonymous? Inquiring minds want to know!” She looked up at Jeff with a grin.

Laughter, then the voice from the monitor said, “We will crush them!” With that his image slowly faded into the background, leaving behind just a mocking, nearly hysterical laugh.
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Following a quick lunch with Clive, Jeff settled in the speakers’ room, taking one of the tables and chairs made available for speakers to prep. He spent the next hour reviewing his PowerPoint slides and practicing the talk’s demos, occasionally stopping to chat with other speakers he knew who came in. He glanced at his watch and saw that it was after three, so he packed up.

After locating the room for his presentation, he walked to the front where a draped folding table about four feet high sat on a dais. Behind it was a screen. He placed his water bottle on the table, took his laptop from its bag, and connected it to the projector cable. Then he attached the wireless mic clip to his shirt and opened his PowerPoint. He was ready to go as people streamed in and took seats. Despite other conflicting presentations, there were about 250 people in the room. He smiled at Chuck when he noticed him sitting in the front row.

His talk, entitled “Statistical Analysis of Network Traffic: Finding the Needle in the Haystack,” was well attended, not just because he was popular in the cyber-security community or because he’d once worked for the CIA or even out of an interest in his topic. His role and that of Daryl Haugen in uncovering and muting an Al Qaeda cyber-attack on the West was widely rumored though it had not appeared in the traditional media.


Daryl was now his partner in their company, Red Zoya Systems LP. They were also a committed couple and living together, but she was in Oregon on a forensics case so he’d made this trip alone. He missed her very much despite her occasional text messages and phone calls.

Jeff began by trying out some new jokes, all techy so that only such an audience as this could relate and appreciate with laughter. He followed these with live demos of his log analysis tool. The tool digested massive log files pulling out discrete pieces of relevant information, typically source IP addresses, size of requests, types of requests, then applied statistical analysis to find potentially anomalous activity. Its effectiveness increased with the amount of data it analyzed.

The data he displayed showed suspicious activity on the anonymized logs from some of the clients he’d done work for. He stepped the audience through another of his own tools, which assisted him in locating anomalies in computer data and helped him focus on malware. When he finished there was a hearty round of applause, followed by a stage rush from those wanting to ask questions and to exchange business cards. If this was any taste of what it was like to be a celebrity, he wanted none of it.

Following his presentation, Jeff and Chuck went to the hotel bar for a drink. After settling in a booth, Jeff ordered a glass of white wine and Chuck asked for one of the beers they had on tap. Jeff asked what he was working on. There were several projects but the biggest was with Combined Technologies International.

“They’re remaking the company and have been contracting out a lot of work recently.” Chuck sighed, then took a drink before continuing. “I can’t say I like working for them all that much. Sometimes they make me feel as if I’m on the wrong side.”


Talk turned to Jeff’s current project, and though he couldn’t reveal his client, they discussed how he’d been hired to defend against a threat made by Anonymous. Chuck might guess he meant RegSec, but Anonymous routinely threatened any number of companies. Jeff asked, “You can’t really support the activities of Anonymous. They’ve caused enormous harm to companies who’ve done nothing wrong.”

“Yes, there’s been some of that.”

“It’s primarily a group of teenage script kiddies who get off on the anonymity and from feeling as if they’re part of something bigger than themselves. Even the adults associated with Anonymous are hardly grown-ups. Just look at how they pick targets and how foolish some of their so-called attacks are.”

“I concede all of that but without groups like Anonymous, without hacktivism, the trend on the Internet is toward some form of Big Brother; if not by the United States government, then by some international regulatory body that will have control of all the vital choke points. Surely you can see that?”

“No, I don’t,” Jeff said. “Computers and the Internet are evolving so rapidly and new technology is so often taking center stage that it’s beyond central control. The danger we face is from groups like Anonymous as they develop the ability to take down the Internet presence of any company or organization with which they disagree, as they access private records and make them public. Security is essential for the Internet to grow and all hacktivism is a threat to that.”

“Mind if I join you?”

Jeff looked up and saw it was Ritter. He moved over to make room. “We were just discussing hacktivism.”


Ritter had a double of amber liquid in his glass. He took a long pull, then said, “I was surprised to hear your views on the panel, Chuck. I’ve always taken you to be more responsible than that.” He ran a bare hand across his nearly bald head.

The two men had never much cared for one another and Jeff feared this could turn ugly.

“I think I’m taking the responsible position,” Chuck answered. “Someone has to keep everyone out there honest, you know? You can’t trust governments or Fortune 500 companies to do it. If they had their way you’d have to clear your Internet presence through a layer of bureaucracy, at great expense, and then be subject to arbitrary control by outsiders. We need to keep the Internet open, not threatened by governments.”

“And what about this threat from Anonymous against RegSec?” Ritter asked. “Surely you don’t support them there?”

Chuck gritted his teeth before answering. “What RegSec did was immoral. It helped destroy the financial lives of tens of thousands of innocent people. And why? To increase its unseemly profits. The company even took bailout money! As if they needed it, you know? Then did you read what Hinton did after the court verdict? It was like spitting in everyone’s face. And he publicly called out Anonymous. How stupid can you be? No, I have to say in this case I’m in agreement with Anonymous. Someone has to do something about RegSec. The government and courts won’t.”

“The government tried,” Jeff suggested.

“My point exactly,” Chuck said. “They tried. But companies like RegSec are above the law, you know? They pay Congress to make sure of that. The little people, we average people, get the shaft.”


Before Ritter could answer, Jeff tried changing the subject. “What have you been working on, Dillon?” He immediately regretted the question.

“We’re downsizing.” Ritter finished his drink, then waved at the waiter for a refill.

“They’re outsourcing any new work to avoid permanent hires. Congress is spending money like a drunken sailor but somehow the people I work for have managed to get none of it.”

“You’re still working, though?” Chuck asked, sounding concerned. No one liked a colleague finding himself out of work, not in this economy. They might be specialized in a growing field but hard landings were all too common.

“Me? Sure.” From a CTI colleague the previous month Jeff had heard that Ritter had failed to keep up with the latest technology. This coupled with his age would make him an unattractive hire. “I guess you two heard about my divorce? Well, it caught me by surprise. I had no idea….” His voice trailed off. “At least haven’t been laid off.” He looked directly across the table at Chuck when he said that.

Chuck took it personally. “I wasn’t laid off or let go or whatever you want to call it,” he said. “I’d had enough, you know? Tell him, Jeff. You know what the Company was like then, what it’s still like. The bureaucracy is stifling, there’s no appreciation of innovation, an utter lack of foresight, and getting ahead in your career is the number one concern the moment you reach management. I knew 9/11 was coming, so did Jeff, so did a lot of us, but no one listened. Absolutely no one!”

“Sorry if I touched a nerve,” Ritter said, holding up a defensive hand.

“I won’t pretend they weren’t happy to see me out the door, you know? But every day I’m out of it, I’m grateful. I haven’t attended a meeting since then. I don’t have bosses. Sure, being on my own has been tough, I’ll admit. I think I’ve been blackballed from my contacts. But there’s plenty of work out there if you want it. What I want, what I really want, is to see some justice at the CIA. Heads should have rolled over their incompetence. Instead, the good guys were shown the door, or went of their own accord when they saw the writing on the wall, you know?”

Ritter’s drink arrived. Both Jeff and Chuck shook off another. Ritter turned to Jeff. “How about you? Going to tell us how you saved the world?” That last part came out sounding a bit aggressive and jealous, Jeff thought.

“Nothing like that. Listen, Dillon, I’m hungry and need to get going. I’ve got work to do yet tonight so let’s have dinner here. Care to join us, Chuck?”

Chuck shook his head as he slid out of the booth and straightened up. “No. I’ll see you tomorrow, Jeff,” he said pointedly, and stomped off.

Ritter stared after him with a smirk. “Something I said?”

Dinner was typical hotel fare. As they ate, Ritter said, “I was surprised to hear just how bitter and disillusioned Chuck has become. He didn’t used to be that way.”

“He got a raw deal,” Jeff said. “He was one of the Company’s shining stars and his boss was jealous, did everything he could to push him down, shove him out the door. And he is right: no one listened when he tried to warn them about 9/11.”

Jeff changed the subject and asked more about Ritter, who said he was working on counter measures for a U.S. military project. It was winding down, however, and he wasn’t certain what he’d be doing in a few months. He made light of it though. “They’ll find something for me, they always do.” He sighed, then looked at Jeff pointedly. “Not that I wouldn’t be interested in something else if it was offered.”


Jeff didn’t take the bait. Neither he nor Daryl was looking to hire anyone and if they were, Ritter didn’t have the skill set their work required. He turned to his meal without comment.

A minute later Ritter’s cell phone rang. He looked at the screen and excused himself to take the call. He returned a moment later. “I’m really sorry, but something’s come up and I’ve got to run. This should cover my half,” he said as he dropped a couple of twenty-dollar bills on the table.

“Okay, no problem,” Jeff said. Ritter hurried out. When Jeff finished he paid the check and though he wanted to leave right away, he was pulled into a gathering of young Turks in the industry. They wanted to discuss his talk in more detail and it was half an hour before he could politely extricate himself. It was nearly ten o’clock when he finally stepped outside. He wanted to spend an hour on the RegSec project before going to bed, to double-check and see if he subconsciously hadn’t come up with something else he needed to address.

Outside, away from the background buzz of the convention, Jeff breathed in the cold, damp sea air that was drifting in from off the Pacific. He reminded himself to be certain he spent a few hours at Mission Beach before leaving, though he’d prefer to have done that with Daryl. It didn’t seem they spent that much time together even though they were technically living and working out of the same Georgetown house. One or both of them was nearly always out of town.

Well, there was nothing to do about it now. He set out across the street then ducked into the alley shortcut. As he entered, he realized it was a bit dark and hesitated. But it was a wide, short distance, with splashes of dim light, so he pressed on, his mind turning to the conversations of the evening.

He agreed with some of what Chuck argued, particularly in regard to hacktivists taking a moral stand. But Ritter had a point: hacktivism was illegal and immoral in its own right and those involved should be apprehended and prosecuted. Anonymous was comprised of criminals no matter how seemingly legitimate their complaints.

But in Jeff’s own experience, the real threat to companies came from another source altogether. They simply took cyber-security too lightly, despite their exposure to near-constant onslaughts. Jeff was convinced that some form of cyber-attack that brought a major company—a high-profile name like RegSec—to ruin was what it would take to awaken them. The situation was similar to that of the nation before 9/11. A very public disaster was what it was going to take to open eyes.

The way it was now, companies played the odds, gambling that they wouldn’t be attacked, odds that were no longer reliable. The director of the FBI had put it best when he’d said in his RSA speech, “There are two types of companies: those that have been hacked and those that will be hacked. All will be hacked multiple times.” In Jeff’s opinion, the hacks were becoming increasingly dire.

As he neared the end of the alleyway, he noticed in his peripheral vision a dark figure stepping from the shadows into the dim light next to him, wearing a long coat and a Guy Fawkes grinning mask. Jeff started to react, but the man swung an object like a bat and struck him with a glancing blow to the side of his head, knocking him to his knees. The mocking face leaned down close and whispered into his ear. “Stay away from Anonymous. Forget about RegSec. It’s evil and will be destroyed. If you help their evil, you deserve what we do to you.” The figure straightened, then struck Jeff again, this time kicking him in the stomach, knocking him to the ground.

A minute later—perhaps ten minutes later, Jeff couldn’t be certain—he pushed himself to his feet. His head was throbbing. Gingerly, he felt the side of his head and found nothing wet so he knew he’d not been cut. He brushed off his clothes, then cautiously exited the alley and entered his hotel. At the desk he reported the mugging and asked for the police. The clerks were distressed and solicitous, insisting he take a seat while one brought him a cold towel. They offered to call a doctor but Jeff declined.

A few minutes later two uniformed officers arrived. The pair took his report, asking the expected questions. One was a woman. “A Guy Fawkes mask, you say? You mean with a grinning face?”

“That’s right.”

“Does that mean anything to you?” Jeff told her about CyberCon, the panel discussion, and the RegSec project he was working on. “You think some hacker did this?” she asked incredulously.

“I’m just telling you what happened.”

They completed their report, then the other officer handed him a card with their contact information and police report number. “If you learn anything more give us a call. We’ve not heard of similar assaults in this area. I’d stay out of that alley if I were you.”

After they left, Jeff let himself into his room, feeling wobbly and weak. From his kit he took three pain pills and swallowed them. He leaned close to the mirror and parted his hair to examine the injury more closely. Still no blood but the knots were large and a nasty red.

He closed his eyes but experienced no swimming sensation, no nausea. In the end he decided he didn’t have a concussion and would simply get a good night’s sleep rather than go to the ER.


Still, he had work to do. He confirmed that his log file system was in place and his data mining tool was ready to process whatever it saw. With that assurance he crawled between the sheets and was immediately asleep.

Five hours later he was awakened by his ringing cell phone. “Look at our Web site,” the RegSec IT director said unpleasantly. “I can’t believe it. We’ll be taking it offline in a few minutes. This is a disaster, one we hired you to prevent.” He paused for effect, then said, “We’re already working on a replacement server. I’d like you to spend your time now determining how they got in. Finding that will be greatly appreciated though a bit late.”

With a sinking heart and single-minded determination to figure out how the attack had been carried out and who was behind it, Jeff hung up, then signed in and brought up the corporate Web site. What he saw was nearly as painful as the throb in his head. The site had been defaced.

Staring back at him was a large circle of olive branches backed by an image of the globe with a face on it. The face was familiar: a Guy Fawkes mask. Below was a message.


This domain has been seized by Anonymous under section #14 of the Internet.

Greetings Reginald Hinton.

Your recent attempts at using Anonymous as a means to garner press attention for yourself amuse us. How’s this for attention?

You brought this upon yourself. You’ve tried to bite at the Anonymous hand, and now the Anonymous hand is bitch-slapping you in the face. Now you’ve received the full fury of Anonymous. We award you no points.



Sophomoric, even infantile. But RegSec was a Fortune 500 company and Anonymous had done it again. And the fact that the company was so universally unpopular meant the hackers could expect sympathy for, what was at heart, a criminal act.

Jeff checked several of his favorite tech sites and found stories already posted on the defacement. He went to the bathroom and showered, gingerly feeling the side of his head again. It was tender but nothing that troubled him. His vision was clear. After brushing his teeth he took two more pain pills, then ordered a light breakfast with a large pot of coffee.

Who had attacked him in the alley? he wondered. He found it very hard to believe that a loose cyber community like Anonymous had agents on the ground willing to attack and to threaten someone like himself. Yet it seemed that was what had happened.

There was a CyberCon presentation he wanted to see that morning but the RegSec attack took precedence. For the next several hours Jeff conducted a forensic examination of the penetration. He couldn’t confirm it based on the evidence, but suspected that Anonymous had compromised the site with an SQL server injection vulnerability he had warned the IT staff about. He wouldn’t be surprised if somehow in the flurry of activity these last few days the ball had been dropped and it hadn’t been fixed. He reviewed the software configuration running on the server at the time of the compromise and confirmed his suspicion.

He called his contact at RegSec and told him what he’d learned. Work on the replacement server was nearly finished. “We’ll be back up in an hour,” he said.

Jeff decided to eat lunch in his room, then join the conference at the start of the afternoon events. This would allow him to analyze the network logs to see where the attack had originated. To do this he employed the very statistical analysis that had been the focus of his presentation the previous day. He’d primed his tool with data from the last week of RegSec’s Web logs and directed it to examine the morning’s traffic, looking for Web requests of unusual size, atypical send and receive patterns, and data that looked different from those typically transmitted to and from the site. He culled the list of potential IP addresses down to a handful and because the traffic logs were decrypted, he could see the SQL, or Structured Query Language, injection and its originating IP address.


An SQL injection was a common technique for attacking a Web site. It inputted SQL statements in a Web form to prompt a poorly designed Web site to perform operations on the database other than those intended by the designer. Often the goal was to dump the database into the hands of the attacker. It didn’t look like Anonymous had done that, but they’d managed to get their code inserted onto the server using the hole. By the time Jeff finished lunch, he’d located the hacktivist’s IP address from the noise of RegSec Web site traffic around the time it was hacked. Then he checked the address.

The Anonymous defacement had originated at the hotel where CyberCon was being held.

Global Computer News Service

The Anonymous Cyber-attack on RegSec

By Cheryl White-Brighton

NEW YORK, New York—Early today the Internet hacker group known as Anonymous defaced the Web site of controversial company RegSec. This followed a brief interruption in the company’s Internet presence earlier when it briefly succumbed to a Distributed Denial of Service attack. This defacement is the latest successful penetration of a major corporate Web site by Anonymous. “We will address whatever issues required and be up and running within hours,” RegSec said in a statement.

 

Just then Jeff’s cell phone rang. Daryl. It was good to hear her voice. After pleasantries, she asked what he was doing about the defacement and he told her what he’d just uncovered. Wow, from the hotel where CyberCon is taking place? It must be an attendee.”

“I agree; otherwise it’s too much of a coincidence.” Jeff considered, then immediately dismissed any thought of telling her about the personal attack on him. There was nothing she could do about it and it would just cause needless worry. “Where are you?” he asked.

“At the airport. I’ll be home later today, but probably not for long.” She told him about a request from one of their regular clients. “It’s a rush—again. I’m going to try and do it from home.”


She’ll be gone, Jeff thought with a sinking heart. There was just so much you could accomplish remotely and that was usually only after the heavy lifting on-site had already been done.

“If there was some way to get a name or some other identifiable data from behind that IP address that would tell us who did it,” Jeff thought aloud. “I was thinking of sniffing the Wi-Fi network but doubt that will show anything since any personally identifiable information, like e-mail, is going to be encrypted.”

“I’ve got an idea you might want to try,” Daryl said brightly.

“Tell me,” he said, and proceeded to listen to what she had to say.

After the call ended Jeff glanced at his watch, satisfying himself that there was enough time for the plan. He dressed, then returned to the convention center. Though it was daylight, he avoided the broad alley where he’d been attacked and instead took the longer route around the busy street corner. To his right he spotted the shipyard cranes and the more distant Imperial Beach, where he’d once spent a pleasant Sunday afternoon with his grandparents.

Daryl’s plan, he’d decided, just might do the trick since the hacker’s IP originated at the hotel. There were problems with it, however, and he’d need cooperation to pull it off. The energy level at CyberCon had leaped and the place was abuzz over the RegSec defacement. Some of the younger, grungy attendees wore bright, shiny faces and spoke with animation. Others appeared bemused by the turn of events while the traditionally attired looked sober. He approached Clive, who was sitting in the room talking with someone.

Jeff pulled him away from his conversation with an apology.

“Did you see what Anonymous did to RegSec?” Clive asked. He looked upset.

“I did. I need to speak in private with you. How well do you know the FBI agent?”


“Norm? Very well, I’d say. I’m surprised you’ve not run across him before. He’s one of the good guys.”

“Invite him to join us. And keep this quiet. It’s important.”

Ten minutes later, the trio was seated in Clive’s suite on the third floor. Clive passed out bottles of water from the minibar as Jeff began. “I was contacted by RegSec just after the DDoS attack on their Web site. They hired me to upgrade their security as they were receiving constant cyber-attacks from Anonymous. That’s what I’ve been working on and why I’ve been so absent.”

Norm nodded politely as he listened intently. It was as if he could sense that something important was about to take place. His right hand was raised to his cheek and he moved the fingers through the short hair of his beard.

“I was able to do some patching on their operating system,” Jeff continued, “and encrypted the company’s customer online account passwords database. I then set it up so I could trace any future hacking attack. Unfortunately, the company’s IT people failed to move fast enough on issues I called to their attention and the site was defaced, as you know.”

“I’m constantly amazed,” Clive said, “at how many high-profile companies fail to adequately secure their Web site and information. This is especially surprising since the CEO was so aggressive in his public statements, all but daring Anonymous to go after RegSec.”

“I agree. I’m shocked almost every day at what I learn and that’s not the half of it,” Norm said. “You should see the security shortcomings in many of the government and vendor computers.” He looked at Jeff. “Were you able to trace the IP?”


“I was, and that’s why I’ve asked to see you two.” He paused then said, “The hack originated from this hotel.” Clive and Norm both straightened in their seats. “Given that CyberCon is meeting here, I think a logical conclusion is that an attendee has done it.”

“This is bad,” Clive said. “Very bad.” If—or rather, when—word of this leaked, it would very likely negatively affect him and his company, as it would CTI.

Jeff now told them about the assault on him the previous night. Clive looked at him with concern. “Have you seen a doctor?”

“It’s not necessary. I was just stunned.”

“You know,” Norm said, “it may be that the same person who hacked the RegSec site also attacked you.”

Jeff nodded in agreement. “I think that’s likely. But what’s important now is what we do. I’ve asked to talk to you because I have a plan. If it succeeds, and I think we have a good chance of that, we can turn this into a positive.”

“You mean, catch the Anonymous hacker?” Norm said.

Jeff smiled. “That’s exactly what I mean. Catch him red-handed.” His attacker had been a man so if the hacker was the same person, then they were searching for a “he” not a “she,” unless there was an accomplice.

Jeff watched as a slow smile spread across the agent’s face. “I think I’m going to enjoy learning exactly how you intend to do that.”

By the time Jeff had finished explaining what he wanted, Norm was beaming.

A few minutes later the men went back downstairs to CyberCon, with Jeff retiring to the prep room. The hotel network CyberCon used employed Dynamic Host Configuration Protocol, or DHCP, in its computers. When attendees connected to the network they received IP addresses. That was key to what Daryl had suggested. Next, he just needed to acquire an open source trivia game Web site plug-in.

The plan was simple. Clive would offer the trivia game to attendees. Daryl thought, and Jeff agreed, that almost everyone would participate, especially as Clive was going to give prizes. Next, Jeff wrote a tool that monitored game log-ins and produced their IP addresses on the hotel Web server. If the Anonymous hacker participated in the game, the same IP address would appear and Jeff would have him.

There were some potential problems, though. For one, the hacker might not take part. Jeff thought that unlikely but he had to acknowledge it as a possibility. He would also be out of luck if the hacker had left the hotel after executing the attack and then returned since he would have a different IP. Still, he’d reasoned most attendees were staying at the conference hotel and it was unlikely many had left the premises and then come back. He’d explained the downside to Clive and Norm but in their opinion the plan had a good shot at success. In anticipation of that, Norm had called the local FBI office and summoned assistance.

Jeff called Clive and told him he was ready for him. A few minutes later the man entered the prep room and sat with him. For the next twenty minutes, he and Jeff brainstormed a number of trivia questions such as “What was the first PC virus named?” Answer: “Brain.” The process took less than half an hour.

The conference was scheduled to conclude with a keynote speech. This year the speaker was the head of security for the National Security Agency, or NSA, America’s omnibus information protection and communications intercept agency. The theme of his presentation was that cyber-security was the new theater of war and where the first, even final, shots would very likely be fired. It was a theme everyone in attendance was interested in and it would be well if not universally attended.

When the meeting room was nearly full, but a few minutes before the speaker was to begin, Jeff sat in an outside aisle seat in the middle of the room. Clive took to the public address system, and once he had the attendees’ attention he spoke. “This year,” he said, “as an added event we’re asking you all to take part in a cyber-security game of trivia before the keynote presentation. I think you’ll find it very interesting.” A few minutes earlier Jeff had uploaded the game to the conference Web site. Now Clive gave the Web address. Attendees were to log in as usual to access the game. “The user who submits the most correct answers first,” Clive added, “wins five hundred dollars and a special printed award certificate.” There were smiles all around. “Second- and third-place winners will also receive award certificates. So let’s get playing. We’ll announce the winners after the speech.”

Jeff watched the players frantically log in using their laptops, tablets, and smartphones. As they began playing he felt a thrill. In his work, he protected companies from cyber-attacks, from those whose faces he never saw. Or he cleaned up after such attacks, fixing the digital mess they’d left behind. It was rare he actually faced the hacker, saw the criminal face-to-face.

The events the year before, when he and Daryl had dampened an Al Qaeda cyber-attack on the Internet in the West, had brought him in personal contact with those who’d launched the assault. He’d nearly been killed as a result and those men died. He didn’t expect this to have the same extreme outcome, fortunately.

The game was proving to be popular, as he’d expected. From where he sat, Jeff accessed the hotel Wi-Fi to sniff about and to see if he could identify the culprit. He monitored the network, searching for traffic using the attacker’s IP address. Most of the traffic he saw was, as expected, encrypted and so did not reveal any personal information about any of the users.

He concentrated on the mail server accesses and spotted attendees from cnn.com, techmeme.com, and any number of smaller, less well-known companies. Then he saw Combined Technologies International. Sixteen of their attendees there were playing the game, no, twenty-four,…no, thirty-seven,…now more than forty.

Jeff watched all log-ins closely. Then there it was: the same IP address logging into the CTI e-mail server. The hacker wasn’t staying in another hotel and he’d not left this one. Jeff straightened and drew a deep breath as he experienced a wave of elation. Then for a fleeting moment, he wondered if it could be Dillon Ritter. The very thought struck him as impossible. There was no stronger opponent of hacktivism in the industry.

Then he thought of Chuck Chacko. He was doing contract work for CTI. Could it be possible?

No, Jeff told himself. It was surely another CTI employee, who had an ax to grind. He didn’t know all who were here but realized with a sinking heart he’d very likely know, and probably like, the Anonymous hacker. He’d have to wait to see what the Web site log file said.

Jeff looked about and realized the room was buzzing as the attendees submitted their answers and jovially taunted each other. The speech was about to begin and the room grew silent. A few moments later Clive introduced the keynote speaker to a round of applause. The NSA officer took the podium and walked the attendees through a well-crafted PowerPoint presentation. His point was simple enough: the world was at war and almost no one knew it. That had to change.


None of this was news to Jeff, and he suspected it wasn’t to nearly all of those here. It always seemed to be upper management or senior government officials who didn’t get it. They hid in the forest of the numbers, betting they’d never be targeted or that there was no reason to counterattack.

Hiding from reality had been the case with Reginald Hinton, CEO of RegSec. For all his posturing and bravado he’d run a company with no better than average security. During his forensic investigation Jeff had found all the usual failings—unpatched vulnerabilities, antivirus software not updated, firewalls turned off.

And RegSec held the most private and sensitive information a customer could give. Its Web site bragged that it employed the most sophisticated digital protections in existence. The company asked the public for its trust and Hinton had betrayed them. Anonymous had not looted any accounts—so far that had not been its style—but in such a ragtag group it was inevitable. And to Jeff’s knowledge no private records had been stolen, but Anonymous had done that in the past.

However, Anonymous wasn’t finished yet, Jeff reminded himself. It was important he catch the hacker now.

As the speaker continued, Jeff correlated the username to the attacker’s IP address. The man had simply been unable to resist. With a sinking heart Jeff made the match. He had it. He closed his laptop and looked to his right where Norm was sitting quietly, scanning the audience, glancing at Jeff every minute or two. Jeff texted him the name and watched. After a moment the agent looked at his cell phone, lifted his head, and their eyes met. He’s here in this room, Norm mouthed. I know him.


As he watched the agent exit the room, pressing his phone to his ear, no doubt moving agents outside to cover the exits, Jeff wondered how something like this could have happened. Everyone employed by CTI knew of the terrible consequences of hacker attacks. They’d been on the forefront in providing defenses against the relentless cyber-assaults they all knew originated in China against DOD contractors. They’d written and sold software expressly designed to thwart financial phishing attacks, primarily by former Eastern Bloc organized-crime syndicates. Now one of them had betrayed the very cause that employed them.

Jeff rose and walked quietly to the back of the room. He slowly scanned the audience until he’d spotted the hacker. He wondered what the man was thinking as he listened. Certainly he felt smug about what he’d done, superior to everyone else. But why the attack on Jeff personally? How much anger must the hacker feel to do that? What animus must he have for Jeff?

Jeff struggled to recall an event, something he’d done or said to create or to feed such hatred, and could come up with nothing. It was perplexing.

The speaker finally finished to a round of strong applause. His message was appreciated by the vast majority of those present. Clive took his place at the lectern. After thanking the speaker, then everyone for attending, he said, “Let me call Jeff Aiken up here to join me. He provided us with the trivia game you’ve all been playing and seem to have enjoyed so much. Come on up, Jeff!”

There was a scattering of applause as an embarrassed Jeff walked up the side of the room to join Clive on stage. “Jeff’s been watching the game for us. So…who are the winners?”

“We had six people with perfect scores, so the winners are the three who answered the fastest. Let me call them all up, then I’ll tell you who came in first,” Jeff said. “Sort of like the Miss America pageant.” To the great surprise of the gathering he announced Agnes Capps and asked her to come on stage. She wore a smug expression as she made her way to the front. With a confident bounce she moved like a younger woman than she was.

Next was Chuck Chacko, who came up less ostentatiously and quietly stood beside the woman, looking a bit self-conscious.

“And the last finalist is Dillon Ritter. Come on up, Dillon.”

Ritter joined him with a broad grin. Once all three were there, Jeff noticed Norm move along the side of the room until he was positioned at the front, ready to move. Their agreement had been that the hacker would be announced as one of the three brought to the front of the room regardless of how they scored to make the arrest easier.

“Now, Jeff, who is the overall winner?” Clive asked.

Jeff smiled and announced that Capps had just nosed out Chuck. She grinned as several booed her while others applauded deferentially. “Thanks, everyone, for playing,” Jeff told the audience.

He stood aside as Clive closed the conference by thanking the attendees for coming and the sponsors, especially CTI, for supporting it. Jeff and the three finalists stepped off the stage and Jeff overheard Norm ask Ritter to accompany him out of the room. Ritter appeared perplexed, but Norm’s firm grip on his arm guided him out one of the room’s side doors. Everyone else was busy talking as they filed out the back of the room so didn’t notice what had happened. Jeff was glad that his plan had worked, but was sad that an old colleague was guilty.

Clive said good-bye to someone and then walked over to Jeff with a smile on his face. “Great work, Jeff! Really creative of you. I texted Daryl to tell her that you’re the man of the hour.”


As he said that, a text arrived on Jeff’s phone. “I’m told you are showing off. D.”

Jeff and Clive puzzled over Ritter’s motives for a few minutes until Norm came back in the room. “Ritter wants to see you.”

“Why?” Jeff asked.

Norm shrugged. “He says if you see him he’ll come clean. With what we have we probably don’t need that but it would be good to learn what he knows about Anonymous. I’d like you to talk to him.”

Jeff agreed, then followed the FBI agent out of the meeting room. Ritter was being held in a room not far away. At the door another agent stood as sentinel. Norm ushered Jeff in and there was Ritter seated at a table with a bottle of water in his fist, flanked by two sober agents.

“You want to see me?” Jeff said.

Ritter looked terrible, like a man about to have a heart attack. He was sweating profusely and had already removed his jacket. “Sit down, Jeff. Please.” He gestured toward a chair near him.

Jeff hesitated, than sat.

“I guess…” Ritter stopped. He lifted the bottle and took a long swallow. “I guess you’re wondering why I did it.”

“Yes, and why you attacked me. It’s been on my mind ever since I realized it was you.”

“I regret that. It was foolish of me. More than foolish, it was cruel.” He paused, then continued. “I heard through the grapevine a few days ago that you’d been hired by RegSec and I just wanted to warn you away. I worried you would find me if I’d overlooked the slightest thing. I saw you walking to the conference hotel through the alley yesterday and figured you’d go back the same way. But I’d been drinking and got carried away. I wish I’d never done it.” He dropped his head.

Jeff glanced at Norm, who nodded encouragement.

“Why did you do it, Dillon? Why’d you hook up with Anonymous?”

Ritter looked at him with sudden vigor. “I had to do something! Don’t you see? We’re being smothered by Big Brother. It’s not just the government, though that’s bad enough. It’s these giant multinationals. They bleed us dry, take our personal data, then sell it. They’re arrogant! Reginald Hinton deserves what I did to him. I hope it ruins his company!”

“You’ve never talked about any of this before. You’ve always belittled anyone with these views. Are you sure that’s really it?

Ritter hesitated before answering. “I lost a big chunk of my retirement with those clowns. I’ve still not recovered and don’t ever expect to.”

“You mentioned your divorce last night and I’ve heard that things aren’t going well for you at CTI.”

“I…” Ritter stared at the table. “I guess there’s some truth in that, too. My wife…my ex-wife…It’s been too much. The lawyers…all that money…for nothing.” He finished the water. “And you’re right about CTI. They’ve been nudging me out the door for months. I’m here at my own expense, you know that? I thought maybe it could buy me some time, let me catch up.” Then he eyed Jeff significantly. “Or maybe I’d land a job elsewhere.”

“So why throw it all away?”

“I don’t know. I honestly don’t. I just don’t know what came over me. I’d contacted Anonymous, played around with the RegSec Web site, and saw the vulnerability. I kept it to myself. When I got here I was surprised to see it still unpatched. So stupid! Why are these companies so stupid! It was like an open door. When no one else with Anonymous could get in, I just…I just couldn’t resist walking through. I figured that launching the attack from the conference Wi-Fi would give me anonymity and I guess I wanted to show Anonymous how good I was, and really, prove it to myself. But RegSec deserves it, Jeff. They deserve it!” He paused, then said more quietly, “Anyway, I’m really sorry I hurt you.”

Norm placed his hand on Ritter’s shoulder. “Steady.” He looked at Jeff. “You can go. Thanks.”

Jeff rose, took a final look at Ritter, then left the room, leaving him with the FBI agents.

The day after Jeff was home, Daryl swept into their cozy house, all aglow and looking very inviting. “Did you see?” she said, after they’d kissed. See what?”

“Someone hacked Reginald Hinton’s private e-mail account, and posted some very compromising nude photos he’d sent to one of his bimbos. They’ve gone viral!”
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Foreword



It is Mark Russinovich’s in-depth knowledge of Windows and how data traverses over the digital landscape that creates the chilling realism in the backdrop of Trojan Horse, the highly anticipated follow-up to his first novel, Zero Day. I’ve long said that people are the weakest link in the security chain (and, in the past, frequently taken advantage of this myself). In his thrilling tale, Mark shows us that malware remains a significant threat as the sophistication of malicious programs continues to grow. The bad actors still use the age-old technique of social engineering—the method of manipulating people into performing an action in order to leverage the help of the victim to exploit a security flaw in the application software that resides on their computer. When used together, these two attack methods can lead to devastating outcomes as they leapfrog over even the most resilient network defenses. No one is immune to social engineering, and even the most technically competent can easily fall victim to this method.

In today’s world, it is rare that such an attack will merely affect one network. Once again, Mark makes us aware of how interconnected our systems are, and how their dependencies can be used to create havoc in our world. Geographic boundaries are no longer an obstacle for those wishing to cause harm. Our future wars may employ people on the battlefield as a last resort. The initial efforts will likely be fought digitally over the vast technology infrastructure that the Internet has created. It is now possible to have a virus weaponized in China, employed in Berlin on behalf of Afghanistan, and have the payload delivered in Sydney or the United States—masking origination, and making detection and accountability almost impossible.

Mark has created well-defined characters in Jeff Aiken and Daryl Haugen, whose challenges will absorb the reader. His attention to detail in both the technical and backdrop settings are realistic because they are closely related to real events exposed by the media. Even the nontechie will have no trouble understanding the well-explained technical details. The story-line keeps the reader immersed, anticipating what will happen next, and the only difficulty comes in trying to put the book down.

Trojan Horse is a work of fiction, but it makes you think about the possibilities in the future as the sophistication of our adversaries continues to grow in response to narrowing gaps in security posture. I am both honored and privileged to have the opportunity of an advance read of Mark’s latest work, and look forward to sequels in the future. However, after reading his book, even I am left wondering how prudent the decision was to open an e-mailed copy of the manuscript called “Trojan Horse. doc.”

—KEVIN MITNICK
 SPEAKER, CONSULTANT, AND AUTHOR OF
 THE NEW YORK TIMES BESTSELLER, GHOST IN THE WIRES
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	DATE:

	June 24




	FROM:

	Rhonda MacMillan-Jones
 Deputy Director, Cyber Security
 National Security Agency




	TO:

	Admiral Braxton L. R. Compton
 Chairman, Joint Chiefs of Staff
 Pentagon




	RE:

	Confirmation






 

This is a follow-up to our conversation earlier today in which I confirmed the discovery of extraneous software embedded within the U.S. Pacific Fleet Command computer structure. This malware has access to the database that manages fleet deployments. It is highly sophisticated, unlike any we have previously encountered. At this time we do not know how it penetrated COMPACFLT computer defenses, how long it has been embedded, or the extent of the infection. It constitutes the most serious penetration to date by malignant software embedded from an unknown source within a highly classified U.S. military command computer system.

We share your suspicions that this malware was responsible for the ten-hour blackout experienced by COMPACFLT during fleet maneuvers off Taiwan nineteen days ago. Be assured that we are working with your staff and will do all within our ability to locate and remove every vestige of this Trojan from your system and that we will learn how it managed to insinuate itself into such critical software.

I wish to repeat that we do not yet know the scope of the penetration or the capacity of the malware to disrupt, or direct, fleet operations. We urge great caution in the interim. Though we cannot know its origin with certainty, the level of sophistication and the nature of its disruption indicates a nation-state with national security interests toward the United States.



 








	cc:

	CoS, POTUS
NSA, White House
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CYBER PENETRATIONS REACH ALL-TIME HIGH

By Arnie Willoughby

April 9



Sophisticated computer penetration is at record levels according to Cyril Lester, executive director of the Internet Security Alliance. In a speech delivered at the association’s annual meeting in Las Vegas, Nevada, Lester said, “Despite an increase in awareness by individuals and companies, malware, particularly in the form of Trojans, continues to find its way into computers at an alarming rate.”


Though hackers still release what Lester described as “junk malware,” advanced and highly sophisticated viruses are an ever-greater cause for concern. Most target financial records and a number have been highly successful in looting personal and bank accounts.


A new version of the Zeus Trojan, for one, recently penetrated bank security then silently stole more than one million dollars from an estimated three thousand accounts, according to Lester. “Authorities have been unable to trace the ultimate destination of the funds,” he said.


The Zeus Trojan infected Windows machines through various exploits in Internet Explorer and Adobe Reader. It then lay dormant until the user entered his bank account. Through a technique known as keystroke logging it captured logon information later used to access the account. If it was determined to hold at least $1,250 dollars the money was stolen.


Though not proven, the cyber operation is believed to have been orchestrated by an East European cyber gang.


Until recently, the Zeus Trojan was considered the most sophisticated and dangerous virus of all time, Lester said. That dubious distinction has been supplanted by Stuxnet, the mysterious virus which has targeted Iran’s nuclear development program. Lester emphasized that even more dangerous malware is likely already implanted in computers worldwide. “We’ve scarcely viewed the scope of the risk we face,” Lester said.


The Internet Security Association is funded by the major computer and software manufacturers in the U.S. Lester has requested a four-fold increase in funding.


US Computer News, Inc. All rights reserved.
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YAKIMA, WASHINGTON
 EASTERN WASHINGTON ELECTRICAL GRID
 WAYK5-7863
 12:47 A.M. PST

“Scalpel.”

The nurse placed it in the surgeon’s palm firmly, without the slap portrayed in movies. The young patient had been brought in more dead than alive following a highway accident. She could not have been more than fifteen years old. Somehow, in the violence and extremity of the collision a knifelike blade of hard polymer had pierced her skull and embedded itself in her brain.

Her vital signs, however, were strong and given its position, if properly removed, the surgeon was optimistic for a satisfactory recovery. She was young, resilient, and the brain had an amazing capacity to restore itself at this age.

The surgery had already lasted for more than three hours. He’d removed a portion of her skull to give him access. He’d picked out bits and pieces of bone until she was clean. But this was the worst of it. Remove this bit of plastic from the young woman’s brain and there was a very good chance she’d live. Leave it in place and she’d die. Make a mistake and she would be left functionally impaired or dead.

Dr. Elias Holt lifted his hand and prepared to make the delicate incision. Just at that moment the lights blinked, then a moment later came back to life. Holt waited in case it happened again. Nothing.

“We’re on emergency power,” Paul Sanders, the tech with the ACPM, or acute care physiologic monitoring system, said. “My data scrambled, Doc. I need a minute to reacquire.”


Holt lowered his hand. There was no need to say anything. The technology this delicate surgery relied upon would soon be back up.

“All right…” the tech began, but just at that moment the lights went out and did not come back on.

Everyone on Holt’s experienced team knew to freeze in place, to do nothing. In a moment, the power would be restored from the outside grid or the hospital’s auxiliary system. A power outage was rare and Holt could not recall a time when he’d been left in darkness during surgery.

The Mount Rainier Regional Medical Center was a small hospital with just eighty-five beds. In recent years, it had added emergency care to its profile as part of a significant expansion. The patient had been brought here because the accident had taken place nearby and her condition was so desperate.

After twenty seconds of darkness the lights sprang on. “Paul?”

“Sorry, Doc, but I need to reacquire my data. It will take a minute or more.”

“How’s the patient, Allison?”

The anesthetist answered, “Stable. No change.”

Holt waited, then asked, “Paul?”

“I’m resetting now.”

Just then the lights went out again.

In the basement, the night supervisor was staring at his computer screen. He could make no sense of what he was seeing. The primary backup generator had started twice, then simply kicked off. There was no power coming into the hospital from the outside power grid. They were on their own and this should not be happening.

He’d been trained on the computer that controlled the power supply but hadn’t done anything with the system since then. It was automatic, computerized. It ran itself. Just as he was considering actually doing something, the generator kicked into life a third time. He held his breath, hoping no surgery was underway.

Twenty seconds later the generator died again.

 

Kathleen Ficke left the Holiday Inn bar and walked to the elevators. The bar was closing and her night was finished. She punched the button and waited for the doors to pop open.

Ficke worked three or four times a month on such assignments for the Smart Agency. When she’d applied for the job, the owner had explained it to her in simple terms. “When a wife thinks her honey is fooling around, sometimes she wants proof, usually to get a better deal in the divorce. That’s when they come to us. I get a good photo and send a woman of the right age into the hotel bar where the target’s likely to do his drinking. She can’t be too pretty or too plain; she can’t be dressed sexy. In fact, I’ll take a full body picture of you before you go out. You’ll have the guy’s photo. All you do is sit alone at the bar and drink a Coke. That’s it. Don’t talk to anyone, get rid of any man who tries to pick you up, including the target. We just want to know if he’s with someone or if he hits on you. That’s it. You file a report and I give you two hundred dollars. Want the job?”

The work had proven just as easy as he’d explained and the extra money had come in handy. She was tired and ready to go home. Her cat needed to be fed.

She’d spent two hours in the bar and during that time her target had consumed eight bourbons. He’d been at a small round table talking with two men he’d apparently met in the bar. Each of them had given her the eye but none had approached her, not like others.

The elevator doors opened with a digital chime. Ficke stepped in and a moment later so did her target. He glanced at her, slightly intoxicated, and punched the button for the fourth floor.

“You?” he asked.

“Lobby.”

She stared straight ahead as the elevator began to move. He was overweight and she could hear his labored breathing. His face was flush and his eyes watery. Now she could smell the booze.

Without warning the elevator stopped. There was the fading sound of dying machinery in the shaft. “Whoa,” her target said. “Who turned out the lights?”

Ficke said nothing but was acutely uncomfortable at being stuck in an elevator with him. They stood silently until the wait extended uncomfortably.

“I saw you at the bar,” the target said out of the darkness. “No luck, huh? Maybe he got held up. I’ve got a bottle in my room. Once this buggy gets going, come on down and we’ll talk it over.” He moved closer, so close the reek of bourbon flooded across her face. “What do you say?”

 

Engineer Doug Bradstreet watched the green lights flash past as Trans-American train number 435 plowed through the night at sixty miles an hour. The run had begun just ten minutes earlier when he’d cleared the switching yard in Yakima and now he was picking up speed before reaching the Pacific Coast mountain range.

He wasn’t supposed to do that, of course. He’d been assured he had all the engine power he needed to make the climb, but he liked to build speed and hit the mountains as close to full throttle as reasonably possible. His two linked engines pulled eighty-three cars filled with coal intended for the TransAlta coal-fired power plant near Seattle. Bradstreet enjoyed the motion, the sense of power that came with giving the twin engines their head and letting them run.

The window was open and he leaned out every few seconds relishing the rush of fresh air across his face. A series of green lights told him all was well ahead. He’d spent long hours this way, the green lights a seemingly endless stream. Just at that moment, the lights suddenly flashed red. Bradstreet eased back on the throttle. Flashing red meant the light system was off the power grid and running from battery power. He slowed, feeling the slight uphill grade suck the power from the train.

Then the flashing lights turned dark. Bradstreet cut the power to nil and the powerful train slowed until it came to rest atop the second of the five bridges the track crossed before reaching the mountains. He removed the microphone, punched the button, and said, “This is 435. I’ve lost signal lights and am stopped on bridge two. What’s the problem? When will I get lights back? Can I proceed?”

“Stand by,” came the answer. Bradstreet didn’t know if the outage extended to his control, but even if it did the facility had a backup generator.

Bradstreet looked down into the chasm below feeling uneasy. He didn’t like heights. He decided to ease the train off the bridge if he didn’t get the go-ahead. Just then a frightening thought crossed his mind. He punched the button again. “Hey, Lenny! Is 389 behind me stopped? Lenny! Tell 389 to stop!”

Trans-American number 389 had been in the switching yard behind him. It was scheduled to run thirty minutes back but it had a light load and would have closed fast, depending on the light system to alert it when it approached 435.

“Lenny! Can you hear me? Lenny!”

 

At Mount Rainier Regional Medical Center, the generator continued starting then kicking off. The pattern had repeated itself eight times with no end in sight. The patient’s skull was open, the deadly polymer still in place. Three flashlights were now casting the surgery in ghostly shadows. They were inadequate for an operation but alleviated the darkness.

“Doctor,” Allison said. “She’s starting to fade.”

“Paul, do you have status?”

“I can’t get power long enough to get a reading.”

Dr. Holt positioned his scalpel. “I’m proceeding. I need all the light focused here, please.”

What else was there to do, he thought. If he waited she’d die. The lights blinked off and he paused. When they next came on he’d have to work quickly. Do it wrong, he reminded himself, and she’ll die anyway.
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MENLO PARK, CALIFORNIA
 PG TECHNOLOGY APPLICATIONS
 9:18 A.M. PST

Guy Fagan finished his coffee as he read the e-mail from a colleague in Washington State concerning the surprise fourteen-minute collapse of the power grid in the Yakima earlier that morning. No cause had been found for it.

WAyk5-7863 was considered one of the most stable in the nation. The Inland Empire, as the region was once known, was largely self-contained, walled off from the western portion of the state. Most of its electricity was hydroelectric with a bit of coal and nuclear thrown in, a perfect balance it was thought. The area had a predictable climate that placed no great demand on the grid. Economic growth in the region was anemic and the electrical supply had increased at a modest and easily sustained pace. There had been no similar collapse in years—none, in fact, that Fagan could recall.

It was odd and his colleague was speculating that it might very well have been caused by a computer glitch. That struck Fagan as most likely. Grids were increasingly dependent on computers and specialized software. They were complex structures, far more complicated than the public understood. In the past, during times of great demand, enormous areas had cascaded into darkness, events caused by nothing more than a fallen tree or a collapsed power line. They could take days, even weeks to meticulously rebuild. Electricity, the lifeblood of the twenty-first century, had to be in perfect balance between demand and supply. Computers made that job easier but in providing one more area of control they also made the grids more vulnerable.

Fagan had good reason to know. As a senior software engineer, he was relatively pleased with his position at PGTA. It was his second job out of college and he’d been steadily promoted over the last decade. Since inception, the company itself had deftly carved out a nice little niche for itself in the software industry. In its early days, it had provided generic software of various applications. Now, it produced a significant portion of the code used throughout the electric grid in the United States under contract with the U.S. Department of Energy. The transition had been complete when the company renamed itself PGTA, short for Power Grid Technology Applications, two years earlier.

Fagan himself was manager for the project, writing the code for any emergency override of the electrical grid in the event of an attack against a regional substation or its operators. His work was interesting and important. He took pride in that.

He had been assigned to this project after six years on the IT team that had maintained the security of PGTA’s own systems and database. The company had received a number of awards for the protection it provided its clients. In its years of existence, PGTA had never experienced a serious penetration of its firewall. Not one. And that success was due in no small measure to Fagan himself.

He glanced at the list of unopened e-mails and spotted one he was expecting from DASS, Dallas Applied Software Solutions in Texas. It was a vendor with which he frequently did business, one of his more important sources of industry specific code. He opened the message.

At that moment the Trojan entered his computer, quickly finding its way through an unpatched exploit. It had ridden this message to place itself behind the PGTA firewall. There it unrolled into his computer’s operating system, wrapping its tentacles around every function it was targeted to seek and control.

Before Fagan had time to read the message, his screen lit up with a brief flash. This stopped him short. What was that? Revisualizing the flash, he realized that he’d seen something like it before and for a moment struggled to recall when. Then he had it. It had been during his latest security training. The flash had resembled the antimalware intrusion detection warning dialog. Or something very like it. Regardless, he’d never before experienced such an event on any computer.

Better to be cautious than sorry, he decided. He opened the security software and was relieved when it reported everything was fine. Nothing to worry about. He paused for a moment, wondering if there was anything else he should do and decided there was not. He closed the program and returned to his message, not giving the incident another thought.

As he did, the Trojan guardedly acquired the source code to the power grid control software, blending its actions seamlessly into the activity of the computer so as not to attract attention. Before the day was out, the Trojan would also copy Fagan’s e-mail list and the data files in his computer related to each e-mail.

Fagan liked to work a bit late, volunteer some time to the company. He believed it was the secret to his success. He’d never been one to watch the clock and bolt right at quitting time. Just after six o’clock he turned off his screen and headed out, his thoughts already directed toward the problems he’d face the next day.

Some hours later, when the PGTA offices were closed, the Trojan in Fagan’s computer “called home,” inconspicuously transferring the data it had copied. This launched it on a long digital journey from Menlo Park, California, to whoever had written the malware code, the person who was interested in shutting down significant sections of the U.S. electric power grid by remote command.
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GENEVA, SWITZERLAND
 UNITED NATIONS OFFICE AT GENEVA (UNOG)
 OFFICE FOR DISARMAMENT AFFAIRS
 PALAIS DES NATIONS
 5:47 P.M. CET

Franz Herlicher looked at his paper again with amazement.

He had of late noticed a creeping tendency to type the wrong word rather than to simply misspell the one he’d intended. He blamed the word processor’s spellchecker for it. If he misspelled, it caught the error at once. Over the years it had served to improve his spelling dramatically.

But he’d noticed that now he often simply typed a similar, but incorrect word, with nearly the same frequency with which he’d once misspelled words. He wondered if a certain proportion of errors were programmed into the human condition and no matter how hard you worked to eliminate error, error always returned, one way or another.

But that wasn’t the problem here. He’d not typed the wrong word. This wasn’t a matter of inadvertently substituting “tenant” for “tenor” as he’d done earlier that day. No, in the paper he’d distributed he’d managed to mistype throughout it, altering the paper in subtle yet significant ways, finally changing the entire last paragraph, nearly every word of it. The reality was that his paper was no longer the one he’d written.

And Herlicher had absolutely no idea how that could be.

The problem had been pointed out to him by his colleague, Lloyd Walthrop, with the UK Foreign Office in London. His e-mail to that effect had been scathing and Herlicher was still blushing from the memory of it. Theirs had been a valued professional relationship and he wanted nothing to tarnish it. After all, Herlicher didn’t intend to remain in dreary Geneva among the Swiss forever.

Educated at the Bavarian law facilities in Munich, Franz Herlicher had begun his career with a brief stint in Brussels, working for an odious Prussian he’d despised. When this chance to move to the United Nations came along he’d jumped at it. He’d been promoted to senior analyst within the Office for Disarmament Affairs and was assigned to draft the final committee report on the Iran nuclear weapons program. His first version had been well received with only a few minor suggestions for changes.

This was a break-out opportunity for him, he was certain. The report’s conclusions would likely shape world events and it was not unlikely that the entire report, with his name on it, would find its way into the public domain. The best part was that even if the Western powers refused to act, he would still have garnered exposure that made the kind of career he’d always envisioned.

Herlicher had frankly been surprised when the committee had voted to take such a firm stand against Iran. He’d not encountered such assertion in the organization previously. He’d determined early on that the true purpose of the UN Office for Disarmament Affairs was not to prevent nuclear disarmament or to even accurately report nuclear developments within nations, but rather to evade commitment and responsibility. It was, he understood, the way of the world.

Don’t stick your neck out or it will get chopped off, his father had taught him. Let the world take care of itself. If anyone was truly interested in stopping the proliferation of nuclear weapons they’d do something about it, not ask for more reports.

But something had clearly happened to change all that, at least for now. It might have been a sudden realization that a nuclear Iran was a threat the civilized world could not ignore, but Herlicher thought that unlikely. The world tolerated a nuclear North Korea after all. Or it might have been outside pressure, say from the United States, Britain, or even France, even all three behind the scenes, but again he doubted that was the case. The UN was largely impervious to such pressure. Since its inception it had become monolithic, driven by its own internal and self-serving dynamics.

The answer he’d been given over lunch when he’d discreetly posed the question of “Why now?” when the evidence had been there for years had caught him by surprise. It seemed so improbable that he doubted it could possibly be true.


“A source,” the chairman had told him. “A source has come forward with irrefutable evidence.”

“You mean someone came to us instead of the United States?” Herlicher had asked, unable to mask his shock. After all who could trust them? UNOG, for one, leaked like a sieve. Why come to them with such intelligence? Why not sell it to the Americans? That’s what they were good at, buying up people and resources.

And why assume that ODA, as his office was known, would act? Its history suggested quite the contrary. Herlicher had been mystified by the explanation.

“Yes. He’s an idealist apparently and very well sourced. We now know Iran is about to detonate an atomic device. We know where, we know the scheduled date. The evidence is beyond dispute. It has been decided that we will issue a timely and decisive report.”

“Why?”

The chairman leaned forward. “Because if we don’t, the source says he will go to the Americans and it will come out we had the information first. So it’s going to come out one way or the other. Better us since it’s inevitable.”

Now that, Herlicher decided, made sense. ODA had in recent years been largely discredited. This would change that.

In his office, Herlicher leaned back in his chair, then glanced at the wall where the window should have been, if only he were ranked more highly on the organizational chart. The old League of Nations had constructed the Palais des Nations in the 1930s. The imposing structure had been assumed by the United Nations after the Second World War and was now the Europe an center for that international body. Some 1,600 employees filed into the enormous edifice each day. The building itself was situated in lovely Ariana Park and overlooked Lake Geneva with a magnificent view of the French Alps, neither of which Herlicher could see from his small office.

Should this report not live up to his admittedly high expectations, his plan was to return to the EU, hopefully in a slot above the evil woman he’d left behind. One of the men to help him with that transition was Walthrop, which was why the e-mail had been so difficult. Never before had words on a computer screen seared him with such force.

Herlicher finished his after-lunch coffee and reread the report once again. It summarized the facts leading to the conclusion. He’d asked Walthrop, confidentially, to run through it and let him know if he’d overlooked any aspect his final report ought to address. He’d been intending to curry favor with the man by giving him an advance peek but his effort had the opposite effect.

His first reaction to the e-mail had been to ask himself how the man could have misread his report so badly? Still, cautious as ever, Herlicher had gone to his “Sent” folder and clicked on the attachment to confirm what he’d sent. Perhaps he’d linked to some early draft or even a different report altogether. Something.

And then he’d seen it. In utter and total disbelief he’d stared at the report he’d sent. In shock, he’d printed the thing out and was now holding it in his hand. It wasn’t the report he’d written. It wasn’t the report he’d attached and sent!

A wave of paranoia swept over him. His immediate thought wasn’t “How could this happen,” but rather “Who was doing this to me?” And why? What possible purpose could this serve?

He’d immediately sent Walthrop an explanation but realized how futile it sounded. Someone had entered his computer, bypassing all security, and cleverly altered his words so that the report said the exact opposite of what he’d written. It was incredible. Herlicher struggled to gather his wits as he reconsidered the situation. Who would believe such a story? It was his report, sent from his office, from his computer. How could anyone tamper with it? And if it had been altered, why had he sent it in the first place? That would be the question.

Still, what else could he say? It was the truth. Someone had found a way to change his report. He didn’t know how, or when, but someone had done it. He followed up by calling Walthrop repeatedly, but either the man was not in his office or he was refusing to pick up his telephone.

Herlicher sat in despair. He wondered if in a moment of insanity he’d really written it that way and now had no memory of the act. Perhaps in some kind of psychotic, self-destructive trance he’d made the changes. He struggled with the thought, earnestly trying to conjure a memory, anything that would suggest such an explanation. There was none.

Iran was poised to detonate a nuclear bomb in less than three weeks. That was the point of the report. That was what he’d written. There’d been no reason, no possible motivation, for him to have written anything else. He had no opinion on the subject, no reason at all for the report to say one thing rather than another. But the report now said there was no evidence to suggest Iran was about to do any such thing.

Herlicher went carefully through the printed report, making a point to highlight every change. When he finished he was surprised there were so few, no more than a dozen words spread throughout, two short sentences rewritten, then the new concluding paragraph. How long would something like that take? Given their totality it didn’t seem possible anyone could have done it quickly.

He rose, instinctively straightening his tie as he did, and paced as he thought this through. Could he be actually suffering some kind of breakdown and not realize it? He’d read once that the deeply mentally ill had no idea they were deranged.

Was he crazy? Ausgeflippt. That was the German word for it. His mother had once mentioned one of her uncles in that way but he’d been under the impression the man’s aberrations were a consequence of the war and his years in a Russian POW camp. Now Herlicher considered that perhaps that was what she’d wanted him to think. He could recall no other instance of mental illness in his family. Of course, his mother could have been lying.

Herlicher glanced at his door quickly. No one was there. Maybe someone had come into his office and made the change. He locked the door at night as instructed but he wasn’t the only one with a key, and to be frank, sometimes he forgot.

Still…someone wanted him to look bad. That was the most likely answer. Who could that be? Though he’d been very careful during his time in Geneva there were always enemies, those who disliked him personally, those who sabotaged a colleague for fun, those with an agenda. And there was always the latent hostility toward all Germans you saw throughout Europe. No, any list would be very long and he was sure to omit someone.

Three others had keys officially but how could he know for certain where it ended? He was not the only one ever assigned to this office. They might have kept the key. That’s what he would have done. Then there was the cleaning staff. Not all of them were Swiss. Some were Italians.

Then he recalled that he was supposed to lock his computer screen whenever he left his desk, but he rarely did so and it locked automatically after being idle for fifteen minutes anyway. The only way someone could have altered his report was to slip into his office while he was away and before the computer went into default mode and required the password.

Herlicher strained to recall the events leading up to the e-mail. What had he done? Had he left the office long enough for someone to make changes? He wiped his brow with his pristine handkerchief.

Now he had it. He’d left his office to use the restroom. He’d finished the final draft and decided to take a break before composing the e-mail to Walthrop. He left the office and passed…Carlos Estancia, his supervisor. Why didn’t he think of that immediately? It was so obvious. The man didn’t like him. How many times and in how many ways had he shown that? But had Estancia popped into his office during the time Herlicher had been gone and quickly altered the report?

How long had he been gone? Herlicher considered it and was crestfallen at his conclusion. Five minutes. No more. That was simply not enough time for anyone to make the subtle changes in the report. And on reflection, the extent and quality of the alterations were certainly beyond Estancia’s ability. The man was a moron.

Suddenly Herlicher collapsed in his chair. Now he remembered. He’d performed a final copy edit, then had sent at once. There had been no delay.

There’d been no time for anyone to sabotage his report. None. Maybe, maybe, I really am losing my mind.
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LONDON, UK
 WHITEHALL
 FOREIGN AND COMMONWEALTH OFFICE
 RESEARCH GROUP FOR FAR EAST AFFAIRS
 5:33 P.M. GMT

Lloyd Walthrop was still angry with Herlicher. The man had called and left a voice mail and now had sent by e-mail an explanation Walthrop refused to read. The German was a cretin. Walthrop had always taken him to be a weasel but until now he’d assumed the man would deal with him honestly, at least until it was in his interest not to.

He’d first met Herlicher the previous year at a Madrid conference on the state of the Iranian economy. It was an area of official mutual concern. At the time he’d seemed a mild-mannered, if a bit paranoid, German bureaucrat. The only thing notable about him was that he worked for UNOG in Geneva. Even that wasn’t especially significant until he’d let drop that his primary duties were with the UN Office for Disarmament Affairs and that he served on the committee tasked with producing any United Nations’ status reports and recommendation on Iran’s nuclear program. That had caught Walthrop’s attention, as he assumed it was meant to.

Walthrop had been pleased at the contact. Since then, they’d exchanged e-mails and reports but in recent weeks he’d impatiently waited for a new nuclear report. Herlicher had been assigned its actual writing and that struck Walthrop as a coup for himself.

Though officially assigned to the Foreign Office, the key aspect of Walthrop’s job was to gather intelligence from the various branches of the UK government and to funnel it to those who needed to know. Occasionally he acquired an interesting tidbit from an EU source and when he did, that was so much frosting on the cake. Unofficially, he’d been asked to pay special attention to the imminent UN report on Iran.

According to his sources, the situation there was coming to a head. More than one national intelligence agency was reporting that detonation of an atomic device in the Iranian desert was forthcoming. There was serious talk of meaningful international action. Iran had flaunted the UN inspectors and sidestepped sanctions for too long. His reading of the current state of the world was much as it had been just prior to Operation Iraqi Freedom and Operation Desert Storm before it: Something was going to happen.

Some of what Walthrop did was presented officially, though confidentially, but the greater part found its way to the necessary hands through informal back channels. From time to time he was called on to brief leaders in Parliament and the office of the prime minister. It had long been this way in British intelligence. He’d attended the right schools, knew the right sorts, and over the decades had demonstrated his loyalty and judgment. Outside certain circles he was unknown, and he very much preferred it that way.

He’d wondered at first if Herlicher had known his true position in the UK government but over the following months realized he did not. He’d targeted Walthrop for no other reason than he worked in the Foreign Office. But once Walthrop had indicated an interest in the German’s work, the two had formed the sort of bond that existed between colleagues possessed with mutual needs. The Brit wanted to know what UNOG was going to report before it became common knowledge while the German was looking for a leg up in Brussels. One hand washed the other.

Walthrop turned back to the foolscap on his desk and reworked his report with a pencil. He knew it was all quaint, very archaic; his assistant chided him about it from time to time, but he simply couldn’t think straight on one of those computers. He detested the things—and he didn’t trust them. After all, the things were now connected, like so many tunnels from house to house, and the so-called firewalls and other security measures built in or installed failed to work with depressing regularity.

Not that Walthrop wasn’t a man of the twenty-first century. He preferred travel by jet to the alternative and in the last year had developed an appreciation for video conferencing. He couldn’t help wondering about the security of it all but was assured there was no issue and he was careful with what he said.

Still, all those bits and pieces of electronic data out there somewhere was troubling. Better if important information was set down to paper and locked away with a trusty guard outside. Walthrop didn’t think of this as old-fashioned, rather as just so much common sense, though he had to admit there seemed a dearth of that in recent years.

One evening he’d expressed, once again, his dislike of computers. His wife had pointed out that his voice was carried by telephone with electronic pulses, that a telly was nothing more than a computer screen—to which he allowed that explained a great deal to his way of thinking. Why his war with the PC? she asked.

He’d explained it to her again. He knew his protestations sounded silly when uttered but there it was.

And, of course, there was another issue. What he wouldn’t acknowledge to her was that he didn’t type all that well. He’d only learned at university and had never been very good at it. The computer only made things worse by pointing out an endless stream of mistyped words and questionable use of grammar. He preferred to write his letters and reports out in longhand then transfer them by typing into his computer. It wasn’t perfect, it was very slow, but his wasn’t a fast occupation.

Whatever his reasons he was never entirely comfortable with computers. More than once when he’d opened an interesting attachment he’d inadvertently downloaded a virus. It had happened often enough for his lack of computer prowess to become a subject in the greater office. In fact, he’d had a bit of trouble with Herlicher’s attachment as he recalled.

Earlier that day when it arrived he’d glanced at the subject line and felt a wave of satisfaction. At last! He clicked on the attachment, but instead of opening the file he saw the following:

 

OfficeWorks has stopped working.

A problem caused the program to stop working correctly.

Windows will close the program and notify

You if a solution is available.

 

Below the message was a button that read, “Close program.”

Now what was this? he’d thought. Why would he want to close the program? And just how did Windows expect to get back to him? This was one of those questions he never got an answer to. And if Windows, whatever that was, could get back to him about this problem that meant Windows, or whoever controlled it, knew what was taking place in his computer. That was exactly what he was talking about.

OfficeWorks sounded familiar. He considered that a moment then, slightly embarrassed, realized it was the name of the office word processing program his division used. The bright kids from IT had assured him that almost everyone in the world used it. It was the best there was.

If it was so good, Walthrop thought, why did it stop working?

He closed his e-mail program. He’d learned that starting it up again usually fixed any problem he ran into. Then he’d gone to Herlicher’s e-mail and double-clicked on the report. This time it opened without a problem. That was more like it.

He now realized that his response to Herlicher the moment he’d finished reading the report had been an indulgence. He’d been needlessly harsh and berated himself for it. The man might be a suspicious fool but he had his uses and now he’d cut him off as a source.

Of course, he’d misled Walthrop badly, and the Brit had made the mistake of confiding his expectations about the results of the pending report to the foreign secretary. Now his professional reputation, or at least his judgment, was at risk. Just the day before Walthrop had received a note reminding him to make available the advance copy of the UNOG report.

He should never have confided his expectations and with that realization he understood the true object of his anger: himself. He shook his head in wonder. Here he was at fifty-two years of age, and still relearning the lessons he’d thought he’d absorbed decades earlier.

It was, Walthrop decided, the excitement that had been the cause. He’d been eager from the moment when he realized he was being provided with an advance look at the imminent ODA Iran report. This was one of those tidbits for which he was famous within his circles. He’d let pride govern his actions.

Not that the UK government ministries gave the United Nations much credence. It had done nothing to stop the spread of nuclear weapons and technology and wasn’t likely to in the future. But when the UN, of all organizations, condemned Iran by stating categorically that it was about to detonate a nuclear bomb he believed that would finally compel military action. At long last, the United States, Britain, and France were prepared to initiate a military strike to prevent a nuclear test and to cripple the Iranian nuclear program.

As Walthrop understood it, Iran had scheduled detonation of its first atomic bomb for April 26. The essential fuel to make the bomb possible would be processed and ready about ten days earlier. The UNOG report, Herlicher had told him, was due to be released on April 13. That would give the world powers just three days before the enriched uranium was ready, or thirteen days to disrupt the testing site if that was the plan. These were very short timeframes but for such a vital issue they were entirely feasible. Now what had looked like a near certainty was all at risk because the ODA had buckled at the knees. That was the only explanation he could see.

The thought of Iran with a nuclear bomb scared the daylights out of Walthrop. Ever since the Shah was replaced by fanatical clerics, Iran had been the primary source of financial support to Muslim terrorists the world over. The ongoing conflicts in the Middle East were primarily caused by Iran, which supported both Hamas and Hezbollah. Certainly, Israel did little to help herself but it was Iran constantly tossing petrol on the fire.

Supporting such terrorist organizations with state income was Iranian policy. As long as the mullahs held control of that vast nation with its enormous oil wealth, worldwide jihad would continue. And there were times when Walthrop was persuaded that he was one of the few in the Foreign Office who truly appreciated the inevitable consequences.

Once Iranians had the Bomb, Walthrop had no doubt they’d place it in the hands of nut jobs willing to use it. And if his colleagues in the government took any comfort at all from the thought that Iran would stop with bombing Tel Aviv and that the destruction of Israel would bring an end to this madness they were very much mistaken in his view.

Because Walthrop had not the slightest doubt that the second major city on that list was London itself.

He just couldn’t believe that the UN was once again going to back away from the self-evident. Last week when he’d encountered Herlicher in the lobby of the UN building in New York, the German had confided that UNOG had received material from a highly placed source in Iran and that the report he was authoring would give a detonation date and recommend immediate action. Then he’d sent this monstrosity to him instead. More of the same endless dribble. What use was the man? What use, for that matter, was the United Nations?

Walthrop glanced at his e-mail and briefly considered opening Herlicher’s new message. His telephone had rung three times since he’d replied to the report and he’d not picked up, letting it roll over to voice mail. The German had nothing to say he wanted to hear.

Walthrop sighed. It wasn’t the end of the world—at least, not yet.
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WASHINGTON, D.C.
 GEORGETOWN
 K STREET NW
 3:21 P.M. EST

Jeff Aiken stared at the computer screen as he eased back in his chair. Outside, a gray rain fell as it had all day, the streets dark and slick. He’d returned from Atlanta the night before, preferring the comfort of his home to another night in a sterile hotel, and had worked remotely, running the final tests of his fix.

His financial sector client was a household name in the southern states. Malware had been detected by its in-house IT staff during a routine scan of the outbound network traffic from the servers. It had identified bursts of data directed at IP addresses somewhere in Russia. They had been unable to determine the origin of the traffic so Jeff had been summoned.

He’d spent three days in Atlanta. There he’d made a virtual copy of the server using a tool that took a “live” system and produced an image of it. With his forensic tools he located a rootkit-based virus. Rootkit was an increasingly common and very troublesome technique for cloaking viruses from standard detection. They were increasingly popular with malware writers. It had been their prevalence in the attack code two years before that had made the Al-Qaeda viruses so difficult to identify.

During his forensic investigation Jeff determined that the virus propagated from system to system employing a vulnerability, ironically in one of the major security suites, another household name, this one worldwide. He established that it was installed in all his client’s systems. The IT department had discovered the hole and patched it pretty quickly but, as was the case for most corporate IT staffs, they’d held off installing the patch to make certain it wouldn’t cause problems on their servers. The uninterrupted performance of the Web site and database was nearly always considered to be most critical. It was during that delay they’d been infected.

The good news was that the virus was a generic botnet host, not one of the newer far more sophisticated versions designed to target the company specifically. It was the kind of broad digital aggressor every company encountered from time to time. They’d dodged a bullet because if a virus specifically targeted at them had penetrated their system, it would have caused financial havoc on the company’s customer accounts.

Once he grasped the nature and extent of the infection Jeff had recommended that they utilize the best-case solution, which was to “repave” their system. This meant reinstalling the operating system and server applications, then restoring all the data from the uninfected backups. The CEO had balked at the downtime this would entail, calculating it would be both disruptive and expensive. Instead, Jeff had been told to cleanse the system.

Though faster and cheaper, this was the least certain approach. The enormous size and complexity of the system meant there were countless digital holes in which malware might lurk. Jeff could never be certain he’d cleaned everything. But he understood the practicalities of a functioning business; this was not a laboratory situation. And he understood that taking the system down to rebuild it would have created significant issues of trust and reliability with the company’s clients.

No antivirus signatures had been established for the virus as yet. This was how the usual antivirus programs uncovered malware. As a consequence, Jeff had to do it for himself by defining a series of steps to purge the virus from the system. This malware-cleaning solution then became a script that the company could run on their live server. It would seek out the tentacles of the virus and surgically server them, deleting its files after the malware had been immobilized.

He’d alerted his contacts in the antivirus security industry to the new virus and made his fix available once he’d developed it. His connections  were extensive and he was widely respected in his field because of his work to advance the state of antivirus research and in creating effective countermeasures.

Jeff had run a test of his solution before leaving Atlanta and it checked out. He’d then left the system to the IT staff while he flew home. He’d just spent the day remotely running additional tests, really for his own peace of mind. It all looked good, but as he’d tried to explain, this approach always left bits and pieces of the virus behind like so much clutter scattered across a factory floor or piled in corners. Generally that was no problem, but do it often enough and you slowly contaminated the operating system in subtle ways that adversely effected its efficiency and security. Well, they’d been warned.

In the quiet of his house he heard a car drive by, its tires splashing as it passed through standing water. Finished, Jeff disconnected from the Atlanta system, then opened his accounting spreadsheet to calculate the bill.

Daryl was away—again. Since the events of two years before when they’d nearly been killed obtaining the codes needed to partially counter the force of a cyber-attack on the West by Al Qaeda, they’d been a committed couple. She’d resigned as director of US-CERT Security Operations located at Arlington, Virginia, and joined him in his private IT security company, Red Zoya Systems LP. The name was a takeoff on the zero day applications that had made the Al Qaeda attack so frightening.

Though neither of their names had surfaced in the media after blunting the Al Qaeda attack, within certain circles they were superstars. Word of their exploits, both accurate and wildly exaggerated, had spread throughout the cyber-security industry. The result was more work than they could comfortably manage.

Their fees continued to pile up in the bank as neither of them had the time to spend their income. They worked out of their Georgetown Redstone town house, though; on any given day one or both of them were out of the city or country on a project. They stayed in touch remotely, but the work tended to be all-consuming. Partly it was their nature, but it was primarily the demands that came with the job. By the time they were summoned the situation was always critical.

One snowy Sunday Jeff had contemplated just how many days they’d spent apart. He’d pulled out his calendar and made a dismal discovery that only confirmed what he suspected. In the last eighteen months, since they’d been set up here and been fully available for work, he and Daryl had spent a grand total of twenty-three days together. And on most of those days one or both of them had worked. He did not include one frenzied three-month period when they had largely worked from the office together on a special project as there’d been little interaction between them except as related to the job at hand.

He’d pointed this out to Daryl while she’d hurriedly packed for her next trip and she’d assured him they’d do something about it, that she wanted to do something about it—just as soon as she got back. That had been three weeks ago.


Jeff finished the tabulation, saved the file, then locked the screen with a sigh. This was no way to run a relationship. He sometimes wondered why he even bothered. Given the reality of their situation, he could only see one outcome.

Just then his telephone rang. He glanced at the number as he answered. London calling.
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